SO THONGW TIN \{A TRUYEN THONG  CONG HOA XA HQI CHU NGHIA VIET NAM
_ TINH VINHLONG . Péc 1ap — Tw do — Hanh phiic
TRUNG TAM CNTT VA TRUYEN THONG

. Sé: SLICNTTTT , Vinh Long, ngayOtthdng 06 ndm 2024
V/v bao gia tham dinh gi4 Duy tri hé thong va dich
vu gidm sat an toan thong tin mang (SOC)

Kinh giri: Quy Co quan, don vi doanh nghiép cung cép dich vu thdm dinh gia
dich vu Céng nghé thong tin

Nhim thyc hién nhiém vu duge giao thuong xuyén Trung tdm Céng nghé
Théng tin va Truyén théng hién tai can trién khai viéc Duy tri hé thong va dich
vu gidm sat an toan thong tin mang (SOC).

Kinh moi Quy Céng ty/Doanh nghiép cung cép bo gid thAm dinh gi4 Duy
tri hé thong va dich vu giam sat an toan thong tin mang (SOC).

(Théng tin cu thé theo phu luc dinh kém)

D& nghj Quy Céng ty/Doanh nghiép phan hdi trude ngay 12/6/2024.

Noi nhén: Phong Hanh chinh - Trung tdm Cong ngh¢ Thong tin va Truyén
théng. Dia chi: Tang 13 - SO 881:“, dudng Vo6 Van Kiét, Khom 3, Phuong 9,
Tp.Vinh Long, Tinh Vinh Long. S6 dién thoai: 02703.836.768

Trén trong./ =
Noi nhin: GIAM POC
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o/ TAUNGTAN "; :\ PHUC LUC 1
JGHE \Z
( °T?f.'ﬁi YEU-JAU VE HE THONG GIAM SAT AN TOAN THONG TIN (SOC)
\{\I{ /\: TRUYE »m[m ;\,?}f )
NI x , Pon vi
ST Dien giai So lrong tinh
Phin mém Phat h’ién va phén’ ung su 06 an toan
. thong tin trén thiét bi dau cuéi — EDR i License
(Endpoint Detection & Response)
(Thoi gian sir dung 36 thang)
Phén mém Phong chéng xam nhép 1ép mang
2 NIPS (Network Intrusion Prevention) 1 License
(Thoi gian stt dung 36 thang)
Phan mém Gidm sét an ninh mang -Security
3 Information & Event Management 1 License
(Thoi gian st dung 36 thang)
Dich vy Gidm st an toan thong tin mang 24/7
cho h¢ thong Cong nghé thdng tin trong Trung
4 tdm Tich hop dit li€u cua tinh Vinh Long véi Il Géi
quy mé 100 may cha
(Thoi gian thuc hién 36 thang) )
Tong cong
Ghi chii yéu ciu Bdo gid:
- Bang béo gia sir dung 01 thang;
- Hiéu lyc cua bao gia;
- Gi4 thdm dinh hang héa/san phim bing tién Viét Nam, thué GTGT (néu
co);

- Chi tiét tinh néing chi tiét cac phdn mém, dich vu.




PHU LUC 2

CHI TIET NQI DUNG DUY TRI HE THONG VA DICH VU GIAM SAT AN TOAN THONG TIN MANG (SOC)
(Kém theo cong vin s6 3../CNTTTT, ngay?/ 6/2024)
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DUY TRI HE THONG VA DICH VU GIAM
SAT AN TOAN THONG TIN MANG (SOC)

Phian mém Phat hién va phan &ng sy ¢o an
toan thong tin trén thiét bi dau cudi — EDR

| (Endpoint Detection & Response)

- Gidm sét c4c hanh vi & mic nhan hé didu hanh
Windows Server 2008 R2 trd 1én, CentOS 7 m2
- Phén tich hanh vi va xtt 1y tép trung.

- Theo d6i tinh hinh cai dat, trang thai hoat dong
clia may cha

- Canh béo kip thoi cdc bt thudng phat hién trén
may chu.

- Phéat hién du hiéu tin cong nang cao APT theo
MITRE ATT&CK

- Cung cép giao dién khép kin diéu tra cac cude
tan céng (IR Flow): Detection — Investigation -
Response.

- Ho trg o lap (neUNork, process) tam thoi cac

may phuc vu di€u tra.

License
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- Pap tmg yéu cau Chi thj sb 14/CT-TTg ngay
25/5/2018 ctia Thi tudng Chinh phu vé viéc ning
| cao ning luc phong, chdng phan mém doc hai;

- Thoi gian st dung: 36 thang (bao gdm hd trg ké
tir ngay leh hoat)

Phan mém Phong chong xam nhip lop mang
NIPS (Network Intrusion Prevention)

- Phat hién tdn cOng ra quét mét khau trong
mang.

- Phét hién déu hiéu tén cong tir chdi dich vu.

- Phét hién d4u hiéu tan cong ra quét 16 hong.

- Phét hién d4u hiéu tn cong ung dung Web
(SQL Injection, XSS,...) o

- Phat hién c4c déu hiéu ToC ciia mé doc APT

- Phat hién céc ki thuat tin cong theo khung
MITRE ATT&CK

- Phat hién d4u hiéu ra quét thong tin mang.

- Phét hién d4u hiéu khai thac dich vy

- Thoi gian st dung: 36 thang (bao gdm hd tro ké
tir ngay kich hoat)

License

Phan mém gidm sit an ninh mang - Security
Information & Event Management

- Agent thu thap Log trén Windows; Agent thu
thap Log trén Linux; Thu thip Windows Event;
Thu thép Log qua Syslog.

- Gi4m sét tudn thi chinh sdch trén hé diéu hanh
may chu theo TCVN 11930:2017.

License
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- Chuan hoa, luu trit va phan tich twong quan
toan bd log, céc su kién ATTT mang;

- Cung cap ngdn ngit tim kiém théan thién, hd trg
tim kiém céc event, alert dudi dang biéu db truc
quan

- Hé théng Iuu trix dit lidu dugc danh chi muyc,
sao luu dam bao khong mét mat dit liéu, phuc vu
cho qua trinh diéu tra, truy vét

- Cung cap giao dién giam sat canh bio theo thoi
gian thue

- Cung cép giao dién quan trl truc quan, thin
thién, da dang vé théng tin va co thé tiy chinh
theo nhu cdu st dung thuc té ctia khach hang;

- Phan quyén ngu01 dung quan tri theo nhém may
chu, giai phap giam sat;

- Tao cac biéu d6 théng ké dit liu;

- Phén tich tuong quan su kién nhit ky theo thoi
gian thyc.

- Két nbi chia sé tinh hinh giam sat voi NCSC.

- Thoi gian st dung: 36 thang (bao gdm hd tro ké
tr ngay kich hoat)

Dich vu giam sat ATTT mang 24/7 cho hé

thong Cong ngh¢ Thong tin trong Trung tim
Tich h0’p dir li€u cia tinh tinh Vinh Long voi
quy mo6 100 may chii. Cac cong viée bao gom:

- Giam sat ATTT 24/7 (cho may chiy/thiét bj dau
| cubi, giam sat 16p mang, gidm sét {mg dung), tlep
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nhin canh bao mdi, phén tich va xur 1y theo
huéng din véi cong cu diéu phbi va xi ly su kién
an toan thong tin (SOAR).

- H6 trg chuyén sau - Phan tich ma doc va Pidu
tra ndng cao/khéc phuc su cd.

- Phén tich t5i wu Content Analysis (Tu dong hod
workflow; T6i wu hod canh bdo; Cai tién va nang
cao chat lugng hé thdng; Téi uu tap ludt phu hop
v6i t6 chire).

- Phén tich nguy co Threat Analysis (C4p nhit tri
thirc security tir bén ngoai; X4c minh va canh bao

' cac nguy co moéi; Phén tich va cdp nhét céc tri

thirc méi vao hé thbng).

- Quan ly diéu hanh trung tam SOC Manager
(Bdo cao/danh gia hi€u qua cta hé thong dinh ky
hang théng va d6t xut khi c6 su cb; Quan ly qua
trinh van hanh; D8 ra quy trinh, chién lugc va ké
hoach dai han).

- Kénh truyen két ndi phuc vu vén hanh, viét tap
luat (rule), t6i wu canh béo didu tra/img clru su
cd.

- Thoi gian thuc hién: 36 thang.

TONG CONG/36 THANG




